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Recent Case Law Under the Employee 
Polygraph Protection Act:  

A Practical Review

AMY ONDER AND MiCHAEL BRiTTAN

This article discusses the most recent case law and provides employer 
guidelines for complying with the Employee Polygraph Protection Act.

The Employee Polygraph Protection Act (“EPPA”) is one of the 
least-known federal workplace statutes, yet its broad prohibitions 
have virtually eliminated polygraph exams from the workplace. 

The EPPA forbids employers from administering lie detector tests dur-
ing pre-employment screening and also during the course of employment.  
Several exceptions to the EPPA do permit polygraph examinations under 
limited circumstances, provided that certain statutory procedures are ob-
served.  An employer who violates this statute has exposure to a penalty of 
up to $10,000, as well as the prospect of a civil lawsuit by the employee or 
prospective employee to recover lost wages and benefits, attorney’s fees, 
and court costs.  An employee (or potential employee) may also be entitled 
to equitable relief in addition to damages, which could include reinstate-
ment (if the employee or prospective employee was unlawfully fired or 
denied a job based on test results), and promotion. 
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fire departments, police departments, municipalities, hospitals, and universities.  
Michael Brittan is an attorney with the law firm of Stark & Stark in its Employment 
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corp.com and mbrittan@stark-stark.com, respectively.
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 There is a dearth of case law interpreting the statute.1  However, in 
a rare decision under the EPPA, the Fourth Circuit recently ruled that a 
bank violated the EPPA when it fired an assistant manager based partly 
on lie detector test results taken after an attempted robbery on one of the 
bank’s branches.  The Eastern District of Virginia also recently ruled that 
a plaintiff was entitled to proceed to trial on allegations that his employer 
unlawfully caused him to take a polygraph examination, failed to provide 
him with documents required under the EPPA, and unlawfully terminated 
him based on the test’s results.  That same court also held that an employee 
cannot waive her procedural rights under the EPPA to bring suit in federal 
court.  This article provides a unique analysis of these cases, examines the 
major provisions of the Act, and provides suggestions for compliance.

tHe emPLoyee PoLygraPH Protection act

major Provisions of the act

 Congress’ stated purpose when passing the EPPA was “[t]o prevent the 
denial of employment opportunities by prohibiting the use of lie detectors 
by employers involved in or affecting interstate commerce.”2  Therefore, the 
EPPA — which Congress passed on June 27, 1988, and became effective on 
December 27, 1988 — generally acts to prohibit employers from using lie 
detector tests both when screening prospective employees and also during 
the course of an employee’s employment. 3  Specifically, the EPPA provides:

 [I]t shall be unlawful for any employer engaged in or affecting com-
merce or in the production of goods for commerce—

(1) directly or indirectly, to require, request, suggest, or cause any 
employee or prospective employee to take or submit to any lie 
detector test; 

(2) to use, accept, refer to, or inquire concerning the results of any lie 
detector test of any employee or prospective employee; 

(3) to discharge, discipline, discriminate against in any manner, or 
deny employment or promotion to, or threaten to take any such 
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action against—

(A) any employee or prospective employee who refuses, declines, 
or fails to take or submit to any lie detector test, or 

(B) any employee or prospective employee on the basis of the 
results of any lie detector test….4

Based on this language, it is clear that the EPPA places broad prohibitions 
against employers, preventing them not only from requiring employees 
or prospective employees to submit to a lie detector test, but also prohib-
iting employers from even suggesting that an employee or prospective 
employee submit to a lie detector test.5  Furthermore, the EPPA also acts 
to prevent employers from terminating an employee or denying employ-
ment to a prospective employee based on the employee’s or prospective 
employee’s refusal to submit to a lie detector test; nor can an employer 
terminate an employee or deny employment to a prospective employee 
based on the results of a lie detector test.6  Finally, the EPPA also prohibits 
employers from retaliating against employees or prospective employees 
when an employee or prospective employee has filed a claim under the 
EPPA or has declined to submit to a lie detector test.7   
 The EPPA defines a “lie detector test” as: “a polygraph, deceptograph, 
voice stress analyzer, psychological stress evaluator, or any other similar 
device (whether mechanical or electrical) that is used, or the results of 
which are used, for the purpose of rendering a diagnostic opinion regard-
ing the honesty or dishonesty of an individual.”8  This definition is broad 
and clearly encompasses a wide array of tests and methods.  
 The EPPA requires that employers must prominently place notices 
in the workplace regarding the protections provided to employees by the 
EPPA.9  Employers who violate the EPPA are subject to the significant 
civil penalty of $10,000 per violation.  The EPPA also provides employ-
ees and prospective employees with a private right of action to pursue 
claims against employers for potential violations of the Act.10  However, 
while the EPPA does provide employees and prospective employees with 
significant protections, the Act does have limits, which are provided in its 
exemptions.
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the narrowly-defined exemptions

 While the EPPA does place broad prohibitions against an employer’s 
use of lie detector tests, the EPPA also provides exemptions to its general 
prohibition.  Those exemptions, however, which are examined in greater 
detail below, are limited and carefully circumscribed. 

Government Exemption

 Under the EPPA, the prohibition against requiring employees or pro-
spective employees to submit to a lie detector test does not prohibit a fed-
eral, state, or local government from administering a lie detector test to 
employees of the federal, state, or local government.11

National Defense and Security Exemption 

 Additionally, the exemptions to the EPPA’s prohibition against lie de-
tector tests also provide that the EPPA does not act to prevent the federal 
government, when engaging in counterintelligence functions, to admin-
ister a lie detector test to an expert or consultant under contract with the 
Department of Defense, or under contract with the Department of Energy 
in connection with atomic energy.12  Similarly, the EPPA also does not 
prohibit the federal government, when engaging in its counterintelligence 
functions, from administering a lie detector test to an employee or con-
tractor with National Security Agency, the Defense Intelligence Agency, 
the National Geospatial-Intelligence Agency, or the Central Intelligence 
Agency.13  Notably, the private contractors themselves, even when con-
tracted by the federal government, cannot rely on EPPA’s national defense 
exemption in order to administer a lie detector test to an employee because 
the exemption only applies when the test is administered by the federal 
government itself.14

Limited Exemption for Ongoing Workplace Investigations 

 State and federal governments are not the only recipients of exemp-
tions to the EPPA’s general prohibition against lie detector tests.  In limited 
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circumstances, private employers may utilize polygraph tests15 for “ongo-
ing investigations”16 when the employer has a “reasonable suspicion”17 
that an employee or prospective employee was involved in an economic 
loss suffered by the employer.  Specifically, a private employer may re-
quest that an employee take a polygraph test if:  

 [(1) the] test is administered in connection with an ongoing investi-
gation involving economic loss or injury to the employer’s business, 
such as theft, embezzlement, misappropriation, or an act of unlawful 
industrial espionage or sabotage; (2) the employee had access to the 
property that is the subject of the investigation; [and] (3) the employer 
has a reasonable suspicion that the employee was involved in the inci-
dent or activity under investigation….18

Moreover, the polygraph test may only be administered in this situation if, 
before the test, the employer executes a statement and provides that state-
ment to the employee, which statement: 

 [(1)] sets forth with particularity the specific incident or activity be-
ing investigated and the basis for testing particular employees[; (2)] 
is signed by a person (other than a polygraph examiner) authorized to 
legally bind the employer… [; (3) provides that the statement will be] 
retained by the employer for at least 3 years[;] and [(4)] contains at a 
minimum…an identification of the specific economic loss or injury to 
the business of the employer,…a statement indicating that the employ-
ee had access to the property that is the subject of the investigation, 
and…a statement describing the basis of the employer’s reasonable 
suspicion that the employee was involved in the incident or activity 
under investigation.19

Based on the language of the EPPA, while the ongoing-workplace-in-
vestigation exemption does provide employers with the ability to utilize 
certain lie detector tests (only polygraph tests) in certain circumstances 
(only in pursuit of an ongoing investigation), the employers’ rights are 
carefully circumscribed.  Additionally, an employer may not terminate, 
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deny employment to, or otherwise discipline an employee or prospective 
employee based on the results of a polygraph test administered under the 
ongoing-workplace-investigation exception — or based on an employee’s 
or prospective employee’s refusal to submit to a polygraph test — unless 
the employer has “additional supporting evidence” justifying its actions.20 

Exemption for Private Employers Engaged in Security Services

 In addition to the private employer exemption to the EPPA provided 
for ongoing-workplace-investigations, private employers engaged in cer-
tain security services also enjoy an exemption from the prohibition against 
the use of polygraph tests21 when such tests are administered to certain 
prospective employees.22  Specifically, the security services exemption 
provides that the EPPA does: 

 [N]ot prohibit the use of polygraph tests on prospective employees by 
any private employer whose primary business purpose consists of pro-
viding armored car personnel, personnel engaged in the design, instal-
lation, and maintenance of security alarm systems, or other uniformed 
or plainclothes security personnel and whose function includes[: (1) 
the] protection of…facilities, materials, or operations having a signifi-
cant impact on the health or safety of any State or political subdivision 
thereof, or the national security of the United States[;]…[or (2) the 
protection of] currency, negotiable securities, precious commodities 
or instruments, or proprietary information.23

As was the case with the ongoing-workplace-investigation exemption, the 
securities-services exemption to the EPPA’s restrictions does provide em-
ployers with the right to administer a certain type of lie detector test, but, 
like the ongoing-workplace-investigation exemption, that right is restrict-
ed — only employers engaged in certain securities services can administer 
only polygraph tests to only prospective employees who will be engaged 
in those specific securities services.  Additionally, the EPPA provides that 
an employer will lose the benefit of the securities-services exemption if 
the results of polygraph test — or the refusal to submit to a polygraph 

Published in the June 2009 issue of Privacy & Data Security Law Journal.
Copyright ALEXeSOLUTIONS, INC.



RECENT CASE LAW uNDER THE EMPLOYEE POLYGRAPH PROTECTiON ACT

489

test — is used as the “sole basis” for deciding to deny employment to a 
prospective employee.24 

Exemption for Investigations Conducted by Employers Engaged in 
the Manufacture and Distribution of Controlled Substances

 Finally, the EPPA provides an exemption allowing certain employ-
ers engaged in the manufacture or distribution of controlled substances 
to administer polygraph tests25 to employees or prospective employees if 
certain preconditions are met.  Specifically, an employer engaged in the 
manufacture or distribution of a controlled substance may require that a 
prospective employee submit to a polygraph test if the prospective em-
ployee “would have direct access to the manufacture, storage, distribution, 
or sale of any such controlled substance.”26  Additionally, an employer 
engaged in the manufacture or distribution of controlled substances may 
administer a polygraph test to a current employee, but only if: 

 [T]he test is administered in connection with an ongoing investigation 
of criminal or other misconduct involving, or potentially involving, 
loss or injury to the manufacture, distribution, or dispensing of any 
such controlled substance by such employer[;] and [if] the employee 
had access to the person or property that is the subject of the investiga-
tion.27

As was the case with the securities-services exemption and the ongoing-
investigation exemption, the exemption for manufacturers of controlled 
substances is a limited one — it only allows employers to administer poly-
graph tests and it only allows them to do so under certain circumstances.  
Furthermore, similar to the securities-services exemption, the EPPA pro-
vides that the an employer will lose the benefit of the controlled-substanc-
es-manufacturer exemption if the results of polygraph test — or the refusal 
to submit to a polygraph test — is used as the “sole basis” for taking an ad-
verse employment action against an employee or prospective employee.28  
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recent decisionaL Law

Harmon v. CB Squared Services: ePPa Prohibits waiver of Pro-
cedural right to Bring suit in Federal court

 In Harmon v. CB Squared Services, Inc.,29 approximately one year and 
four months after the plaintiff-employee began working for CB Squared, 
the company requested that the employee take a polygraph examination 
on the next business day. Although CB Squared gave the employee written 
directions to the office of the polygraph examiner, the employee alleged 
that the company provided him with no other documents relating to the 
polygraph exam.  The day after the polygraph examination, CB Squared 
terminated the plaintiff’s employment allegedly because the results of his 
exam indicated “deception.”  The plaintiff filed a complaint alleging that 
CB Squared violated the EPPA by causing him to take the polygraph ex-
amination, failing to provide him with certain documents required by the 
EPPA, and terminating him based on the test’s results.  CB Squared argued 
that: (1) the plaintiff failed to state a claim under the EPPA; and (2) the 
claims should have been dismissed because he failed to submit his EPPA 
claims to “mediation and/or arbitration” pursuant to the terms of a “Dis-
pute Resolution Agreement” he signed upon hire.
 Regarding the argument that the plaintiff failed to state a claim, the 
court noted that a complaint need not assert “detailed factual allegations” 
to survive a motion to dismiss.30  Accepting the plaintiff’s allegations as 
true, the court concluded that the complaint stated a valid claim for relief 
under the EPPA.31

 The court then addressed the defendant’s argument that the claim 
should have been dismissed because the employee previously agreed to 
submit to mediation or arbitration for any legal claims arising from his 
employment.  The arbitration agreement was a contractual waiver of the 
employee’s right to bring suit on an EPPA claim in federal court.  In reject-
ing the employer’s argument that the complaint should be dismissed, the 
court stated:

 The EPPA itself grants Plaintiff the right to bring suit in federal court 
for an alleged violation of the statute. See 29 U .S.C. § 2005(c)(1)-(2). 
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Under the EPPA, however, “[t]he rights and procedures provided by 
[the EPPA] may not be waived by contract or otherwise….” 29 U.S.C. 
§ 2005(d) (emphasis added). Because the EPPA expressly prohibits the 
waiver of Plaintiff’s procedural right to bring suit in federal court for an 
alleged violation, Defendant’s arbitration argument must fail.32

Thus, the court held that the EPPA expressly prohibits the waiver of a 
plaintiff’s procedural right to bring suit in federal court for an alleged vio-
lation.
 Simply stated, CB Squared provides that an employee who is fired 
for “deception” after being forced to take a polygraph test can sue his em-
ployer under the EPPA.  The case also provides that and employee cannot 
contract away her procedural rights under the EPPA.

Worden v. SunTrust Banks:  employer cannot Base Firing on 
Polygraph results

 In Worden v. SunTrust Banks,33 the U.S. Court of Appeals for the 
Fourth Circuit ruled that a bank violated the EPPA when it decided to 
fire an assistant manager based partly on lie detector test results obtained 
after an attempted robbery on one of the bank’s branches.  Daniel worden 
worked at SunTrust Banks.  One morning, a SunTrust branch received a 
telephone call from Worden, who claimed that he had been kidnapped and 
forced to participate in an attempted bank robbery.  According to Worden, 
the night before the attempted robbery, he was held in his home overnight 
at gunpoint by two individuals who wanted to use him to rob the Anderson 
County, South Carolina branch.  Later that same day, one of the Ander-
son County police investigators on the case informed worden that law 
enforcement suspected he was behind the attempted robbery. He requested 
and received Worden’s consent to administer a polygraph examination.  
No one from SunTrust requested, participated in, or was present during 
Worden’s polygraph examination.
 After the examination was administered, Worden was joined by Sun-
Trust’s regional security manager.  The detective informed SunTrust’s se-
curity manager that he suspected worden was involved in the attempted 
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robbery, and that Worden had agreed to take a polygraph examination. 
While they were discussing the incident, the polygraph examiner entered 
the room and announced that Worden had failed the exam. The examiner 
also stated that a second exam would be appropriate because the results of 
the first exam might be challenged as inconclusive because the “traumatic 
experience was so recent in time.”
 As part of its investigation, the FBI initiated and administered a sec-
ond polygraph examination, again with Worden’s consent. Upon comple-
tion of the exam, the FBI informed Worden that the results again indicated 
“deception” and that it still considered him to be a suspect.  worden shared 
the results with SunTrust.  Thereafter, SunTrust decided to terminate wor-
den’s employment.  SunTrust argued that it would have made the decision 
to terminate Worden even if he had passed the polygraph examinations 
and even if it was not aware of the negative results. worden brought a civil 
action, alleging that SunTrust violated two provisions of the EPPA.  The 
district court granted summary judgment in SunTrust’s favor, and Worden 
appealed.
 worden argued that the district court erred in holding that an employer 
can only be liable under the EPPA if the polygraph examination results are 
the employer’s “sole factor” for termination or other adverse employment 
action. He also argued that summary judgment was inappropriate because 
a genuine issue of material fact existed regarding whether SunTrust would 
have terminated Worden even if it had not known the results of the poly-
graph examinations.  
 On the “sole factor” issue, the Fourth Circuit stated:

 The district court appears to have blended two different grounds in 
its analysis of the § 2002(3) claim.  First, it determined the statute did 
not prohibit employers from discharging an employee as a result of 
polygraph examination results as long as the results were not the “sole 
factor” for the decision.  Separately, the district court reviewed the 
evidence and held that the record “unequivocally establishe[d]” that 
SunTrust “would have made the same decision even if law enforce-
ment (and [Worden]) had not disclosed the results to SunTrust.”  

 To the extent the district court interpreted § 2002(3) to require “dis-
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charge…on the basis of” the results of a polygraph examination as 
the sole factor for the employment-related decision, we reject that in-
terpretation. The language of § 2002(3) is plain and straightforward: 
it is unlawful for an employer “to discharge…any employee…on the 
basis of the results of any lie detector test.” Reading the statute so as to 
require the results of the polygraph examination to be the “sole” basis 
of that decision would require adding words to the statute, a task in the 
province of the legislature and not the judiciary….34

As such, the Fourth Circuit concluded that a plaintiff is only required to 
show that the results of the polygraph examination were a factor in the 
termination of employment; the EPPA does not require that the employee 
show that polygraph test results were the “sole” basis for an employment 
decision.35

 As to whether SunTrust would have terminated worden even if it had 
not known of the polygraph examination results, the court noted that, un-
der the EPPA, it is unlawful for an employer “to use, accept, refer to, or 
inquire concerning the results of any lie detector test of any employee 
or prospective employee.”36 It is also unlawful for an employer “to dis-
charge…any employee…on the basis of the results of any lie detector 
test.”37  After noting this language, the court first addressed Worden’s 
argument on appeal as to the “accept” prong of his EPPA claim.  Since 
SunTrust was aware of the results of the two polygraph examinations, the 
Fourth Circuit concluded that worden had shown that those results were 
a factor in the decision to terminate. Nevertheless, the court noted, the 
evidence in the record overwhelmingly supported the district court’s con-
clusion that SunTrust would have discharged Worden even without know-
ing the results of the polygraph examination.38  The two individuals who 
made the decision to discharge Worden testified that, when making their 
employment decision, they relied on the statements of law enforcement 
officers that Worden was suspected of involvement in the attempted rob-
bery.39  In addition, SunTrust provided information showing that it termi-
nated another employee who law enforcement suspected in an unrelated 
criminal investigation, even though the evidence was circumstantial, even 
though the authorities had not pressed charges against the employee, and 
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even though the employee had not taken a polygraph examination.40

 Moreover, the Fourth Circuit noted that the district court determined 
SunTrust’s mere receipt of the polygraph results was not “acceptance” of 
the results for purposes of an EPPA claim.41 Rather, SunTrust’s knowledge 
came either because law enforcement voluntarily announced the results 
in the presence of SunTrust employees or because worden informed Sun-
Trust of the results.  The court determined that the district court properly 
held that, in order to amount to “acceptance,” the actual language of the 
EPPA requires more than the employer’s passive receipt of polygraph in-
formation from law enforcement.42 
 As to the “use” component of Worden’s claim, the court stated that a 
plaintiff need only prove that the employer “used” or “referred to” poly-
graph examination results.43  Such a claim constitutes an independent basis 
for asserting the liability of an employer.  The district court, therefore, im-
properly determined it would not recognize Worden’s claim on the “use” 
or “refer to” prongs only because Worden’s “accept” claim had failed. The 
Fourth Circuit held that the district court erred in granting summary judg-
ment on the “use” or “refer to” portions of Worden’s claim because the dis-
trict court failed to consider each prong of the statute as an individual basis 
for liability. The district court’s grant of summary judgment on this part of 
Worden’s claim was grounded in the erroneous conclusion that Worden’s 
“used” or “referred to” claim was dependent upon the success or failure 
of Worden’s “accept” claim.  As such, the Fourth Circuit reversed and re-
manded the district court’s judgment as to the “use” and “refer to” prongs 
of Worden’s EPPA claim, and affirmed the award of summary judgment as 
to the “accept” portion of his claim.44  

emPLoyer gUideLines

 In regulations interpreting the EPPA, the U.S. Department of Labor 
states that “virtually all employers are deemed subject to the provisions 
of the Act, unless otherwise exempt” under the Act.45  As such, employ-
ers should assume that the EPPA prohibits the use of lie detector tests in 
rendering an opinion of honesty as it applies to its employees and prospec-
tive employees.  If an employer believes that it clearly falls within one of 
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the exemptions, it should first consult with counsel and the Department of 
Labor.  
 Even if a private employer accurately concludes that it falls within 
one of the exemptions to the EPPA, it must still be careful to follow the 
guidelines outlined by the EPPA for administering a polygraph test.  In 
that regard, the EPPA provides an extensive list of rights to employees 
or prospective employees who are subjected to polygraph tests under the 
exemptions for ongoing workplace investigations, for employers engaged 
in securities services, and for employers engaged in the manufacture or 
distribution of controlled substances.46  If these rights are infringed, the 
employer loses the exemption.47  As previously stated, but worth noting 
again, an employee cannot waive any EPPA procedures or any of their 
rights under the EPPA, by contract or otherwise.48 The rights provided to 
such employees by the EPPA include the following, which must be ad-
hered to during all phases of testing:  

1. The employee or prospective employee must be permitted to termi-
nate the test at any time;49

2. The employee or prospective employee must not be asked questions in 
a manner intended “to degrade or needlessly intrude on” him/her;50

3. The employee or prospective employee must not be asked any ques-
tion concerning “religious beliefs or affiliations, beliefs or opinions 
regarding racial matters, political beliefs or affiliations, any matter re-
lating to sexual behavior; [or] beliefs, affiliations, opinions, or lawful 
activities regarding unions or labor organizations”;51 and

4. The employer must not conduct the test “if there is sufficient written 
evidence by a physician that the examinee is suffering from a medical 
or psychological condition or undergoing treatment that might cause 
abnormal responses during the actual testing phase.”52 

 In addition to the EPPA’s continuously running protections, during 
the pretest phase, when an employer administers a polygraph test under 
the exemptions for ongoing workplace investigations, for employers en-
gaged in securities services, or for employers engaged in the manufacture 
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or distribution of controlled substances, the EPPA provides employees or 
prospective employees with the following rights:

1. The employee or prospective employee must be provided with “rea-
sonable written notice of the date, time, and location of the test,” and 
of his/her “right to obtain and consult with legal counsel or an em-
ployee representative before each phase of the test”;53

2. The employee or prospective employee must be “informed in writing 
of the nature and characteristics of the tests and of the instruments 
involved”;54

3. The employee or prospective employee must be informed, in writing, 
whether the testing area contains a two-way mirror, a camera, or any 
other device through which the test can be observed[;] whether any 
other device, including any device for recording or monitoring the 
test, will be used[;] or that the employer or the examinee may (with 
mutual knowledge) make a recording of the test”;55 

4. The employee or prospective employee must read and sign a writ-
ten notice informing the employee or prospective employee “that the 
examinee cannot be required to take the test as a condition of employ-
ment[;] that any statement made during the test may constitute addi-
tional supporting evidence for the purposes of an adverse employment 
…[;] of the limitations imposed under this section[;] of the legal rights 
and remedies available to the examinee if the polygraph test is not 
conducted in accordance with this chapter[;] and of the legal rights 
and remedies of the employer under this chapter”;56

5. The employee or prospective employee must be provided with “the 
opportunity to review all questions to be asked during the test and 
[must be] informed of the right to terminate the test at any time”;57 and

6. Specifically under the exemption for ongoing investigations of work 
place incidents involving economic loss, the employer must provide a 
written statement to the employee before the polygraph test, which ex-
plains: (1) the specific incident or activity being investigated; and (2) 
the basis for the employer’s reasonable suspicion that the employee 
was involved in such incident or activity.58
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 Furthermore, during the actual testing phase, an employer administer-
ing a polygraph test to an employee or prospective employee must not 
ask any employee or prospective employee any questions that were not 
presented in writing to the employee or prospective employee before the 
test.59  Moreover, no polygraph test may last more than 90 minutes in dura-
tion, and no employer may subject an employee or a prospective employee 
to more than five polygraph tests in a given year.60  
 Finally, while an employer is not prohibited from taking adverse em-
ployment actions against an employee or a prospective employee after a 
polygraph test has been properly administered, the employer must still 
comply with further requirements of the EPPA before doing so.  During 
the post-test phase — after an employer has administered a polygraph test 
under the exemptions to the EPPA for ongoing workplace investigations, 
for employers engaged in securities services, or for employers engaged 
in the manufacture or distribution of controlled substances — an employ-
er may not take an adverse employment action against an employee or 
against a prospective employee unless:

1. The employer conducts an additional interview with the employee or 
prospective employee regarding the results of the test;61 and

2. The employer provides the employee or prospective employee with “a 
written copy of any opinion or conclusion rendered as a result of the 
test, and a copy of the questions asked during the test along with the 
corresponding charted responses.”62 

 Therefore, even after the employer has properly administered a poly-
graph test in situations in which it is permitted to do so under the ex-
emptions provided in the EPPA, the employer must be certain to follow 
additional guidelines when carrying out any adverse employment action 
against an employee or prospective employee to whom the test was ad-
ministered.  
 In addition, the employer is not permitted to disclose the results of 
a test to anyone other than an employee or prospective employee unless 
the employee or prospective employee consents to the disclosure or un-
less a court has issued an order requiring that the results be disclosed to 
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the court, a government agency, or an arbitrator or a mediator.63  Also, 
employers must keep, for a minimum of three years, all records relating 
to the polygraph examination, including copies of the employee notices 
given in the pre-test phase, any consent forms, all documentation relating 
to workplace theft investigations, all documents that detail compliance ef-
forts, and all opinion reports of the examiner.64  
 Based on the language of the EPPA, it is clear that, even under the 
exemptions provided under the Act, an employer’s right to utilize lie de-
tector tests is highly restricted.  Because the standards under the EPPA are 
so stringent, it is advisable for employers to consult with counsel in order 
to ensure appropriate testing procedures.

imprecise statutory Language

 The EPPA contains some unclear language that may be interpreted in a 
way that reaches unintended results. Though the ambiguity may be delib-
erate on the part of the drafters because it offers flexibility, it also creates 
uncertainty.  For example, the Act provides an exemption from the general 
prohibition against polygraph tests for certain employers that provide “se-
curity services.”  This includes facilities, materials, or operations having 
a significant impact on the health or safety of any state or the national 
security of the United States.  while the notion seems simple enough, the 
Act’s nonexhaustive list of “facilities, materials, or operations” falling un-
der the exemption does not provide a bright-line rule.  Examples of such 
facilities listed in the statute include: government office buildings; prisons 
and correction facilities; public schools; and libraries.  The Act further 
provides that the security exemption applies to those employers that have 
network computer systems containing data important to public health and 
safety or national security — a large list of potential employers, which 
includes: hospitals and health research facilities; employers engaged in 
holding large public events, such as political conventions and major pa-
rades, concerts, and sporting events; and owners and operators of large 
enclosed shopping centers. 65  The entities delineated in the statute suggest 
an expansive definition of those providing “security” services.  Therefore, 
within the limitations of the EPPA’s language, it is impossible to provide a 
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concise definition that furnishes a universal, easy to apply formula for use 
when determining to which employers the exemption will apply.  How-
ever, throughout the Act, it is clear that the exemptions are meant to apply 
only to those entities that have a significant impact on public health or 
safety, or that have an impact on national security.  As such, the EPPA, as 
drafted with its relatively expansive definition of those employers provid-
ing security services, could provide a false sense of exemption-applicabil-
ity to some employers.
 If an employer believes that its ‘‘facilities, materials, or operations’’ 
fall within the purview of an exemption, a request for a ruling may be filed 
with the Department of Labor. A ruling that such ‘‘facilities, materials, or 
operations’’ are included within an exemption must be obtained before the 
employer administers a polygraph test.66 Any such ‘‘facilities, materials, 
or operations’’ must meet the ‘‘significant impact’’ test.  Stated differently, 
only facilities that would be of vital importance during periods of war or 
civil emergency, or whose sabotage would greatly affect the public health 
or safety, could fall within the scope of the term ‘‘significant impact” and 
would thereby fall under the exemption. 67  

concLUsion

 Though the EPPA is a seldom-litigated federal statute, employers 
should be aware that, unless an exemption applies, they may not adminis-
ter a lie detector test, suggest that a person take a lie detector test, use the 
results of a lie detector test, or inquire about the results of a lie detector 
test; nor may employers discharge or take an adverse employment action 
against an employee or against a prospective employee on the basis of the 
results of a lie detector test or on the basis of an employee’s or prospective 
employee’s refusal to submit to a lie detector test.  Recent case law serves 
as a reminder to employers of the illegality of considering polygraph re-
sults when making employment decisions.  Not only does the EPPA pro-
hibit private employers from using lie detector tests while screening job 
applicants and from taking disciplinary action against employees or pro-
spective employees who refuse to submit to a polygraph exam, it also 
limits employers’ rights to test current employees unless the employers 
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reasonably suspect that the employees are involved in an incident resulting 
in an economic loss.  As noted, certain exemptions apply, but only in very 
narrow circumstances.  Given the broad application of the law, employers 
should assume that they are subject to the provisions of the EPPA, and 
that they are, therefore, not permitted to use lie detector tests.  Employ-
ers should consult with counsel if they believe they are otherwise exempt 
under the Act before administering any lie detector test to a prospective or 
current employee.
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